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Abstract:

difficult to restore. The existing policies thwarting this extreme attack are ineffective. In this paper, based on cooperative recovery a-

Intricate malwares can result in the failure of Virtual System, and enable the system to be in an unsafe state and

mong multiple Virtual Machines and agent-based lightweight intrusion detection, an efficient recovery mechanism is proposed for
Virtualization systems against malware attacks. The basic policy is to deploy an Emergency Response/Recovery (ER) agent on Vir-

tual Machine to identify the state of the system, and cooperative security among multiple nodes is carried out so that the infected

nodes can be rapidly recovered. Simulation results also demonstrate the practicality and efficiency of the proposed schemes.
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Ei£1 Select tool from local list

Tmput: K, m,//tool list, malware

k

Output: k//selected tool

01: tool _ selection(m, , K) |
02: a=min,u=0,v=0
03: N=K. types

04: fori=1to N

05: forj=1t0 N

06: if( Item. target = m,)and( ltem. w > a)
07: then K, ,» = Kj )

08: end for

09: end for

10:  if(u520)and(v520)then Return K,
11: else return Null
12: §

#i%2 Update local tool list

Input: & < vame, v, m,ws » K

Output: K

01: Tool _ Update (k ¢ ame.v.m. > » K) 1

/% k < pame.v.m,w> + from neighbors; K : available in local * /
02: N =K. records

03: U= K. FindFrist (k. name) , C = K. FindAll (k. name)
04: fori=Uto U+ C

05: if (ltem. m=k.m) and (ltem. w > k. w) then

06: K< js> = k< pame,v,m,w>//Replace the old one

07: if (i > U+ C) /% add a new tool * /

08: then K = U/L:rlcku k < name.v,m, 0> U Uj‘»’:(‘,w ci2k
09: return K

10: |
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